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AUSTRALASIAN INSTITUTE OF MINING & METALLURGY

The AusIiMM Privacy Policy

) Privacy Act and Authority

1. On 21 December 2001, the Privacy (Amendment) (Private Sector) Act 2000 (an amendment
to the Privacy Act 1988) came into effect and has had significant ramifications for
corporations (particularly Human Resources practitioners) and Institutes. As a first step The
AusIMM has put in place a set of principles and beliefs.

2. The AusIMM Board acknowledges the following:

e The Australasian Institute of Mining and Metallurgy as a recipient of personal information
from members is subject to the Privacy Act 1988 (Cth).

e While The AusIMM has always maintained a strict privacy code for the handling and
release of members’ personal details, the Act requires a formal policy for the protection
of such information.

3. This policy relates to the operations of The Australasian Institute of Mining and Metallurgy’s
Central Services and Branches. It supplements information contained in the Privacy Act and
is based on the National Privacy Principles for the Fair Handling of Personal Information
(NPPs). The AusIMM'’s policies and guidelines relating to privacy issues are contained in
separate documents.

(i) Privacy Policy
The Australasian Institute of Mining and Metallurgy upholds that:

e Members’ and subscribers’ personal contact particulars eg, addresses, telephone, fax, email
will not be released to any other person or entity, without the approval of the member
concerned or unless the information be required by an officer of The AusIMM for official
business. An officer of The AusIMM is defined as a Director of the Board, a committee
member of a Branch, taskforce, society or other such group ratified by the Board; and any
employee of The AusIMM.

e Other personal details such as members’ AusiIMM history, appointments, financial records,
qualifications and awards will not be released to any other person or entity unless that
person or entity is an officer of The AusIMM or unless a member so authorises.

e The AuslIMM holds member information for the purposes of sending publications,
subscriptions, order forms, conference registration, branch procedures and newsletters,
committee participation, surveys and direct marketing.

e The AusIMM maintains a database of members, addresses and other information relevant to
membership of The AusIMM. This data is accessed by AusIMM staff to mail information
including publications and member services. It is made available under confidentiality
agreements to companies and organisations which provide member services and benefits,
this includes mailing houses that provide these services. Members may request that
personal information not be passed on to a third party, however this will result in being
unable to receive mailings including The AusIMM Bulletin. A member may request, at any
time, a copy of personal information held by The AusIMM.

e When collecting information The AusIMM will be fair in the way they collect it, where
practicable, collect it from you directly, limit the collection of highly sensitive information
about members and if requested to, deal with members anonymously.

e Provisions will be made for AusIMM staff to undergo training for handling enquiries for
members’ personal details.

e Enquirers for such information will be advised that The AusIMM will contact the member and
inform them that there is an enquiry and provide the member the enquirers’ telephone
number or e-mail details so that the member may contact them if they so desire.

e The AusIMM may release such personal details as in the first and second points above in
the event of receiving a legally enforceable subpoena from a registered legal practitioner or
court of law.

e Members seeking access to or amendment to their own data on The AusIMM records must
identify themselves by use of their AusIMM identification number or other evidence to satisfy
The AusIMM staff that they are who they claim to be.
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(iii)
1

The AuslMM will use its best endeavours to keep secure at all times any personal
information provided by or belonging to a member. Access to members’ records will be
strictly controlled by The AusIMM Central Services staff.

The AusIMM may make public the suspension or removal of membership from a member
and give reasons for such actions.

Members’' personal data will be kept accurate and up to date by The AusIMM Central
Services or other staff nominated by the CEO, and access to AusIMM computer records will
be controlled by passwords.

The AusIMM CEO will conduct an annual review of the privacy procedures in The AusIMM
Central Services and implement any changes necessary to satisfy this policy.

None of the above shall prevent The AusIMM from publishing lists of its members and any
certification/accreditation of those members, nor will it prevent The AusIMM from using such
information as in points one and three above to nominate a member for Australian Honours
and Awards.

If a member has a complaint regarding a breach of privacy they should contact the CEO of
The AusIMM.

Privacy Information

Definitions
1.

2.

10.

Chief Executive Officer (CEO) is the CEO of The AusIMM including matters handled at
Branch level.

Collection is the act of gathering, acquiring, or obtaining personal information from any
source, including third parties, by any means and does not include the receipt of unsolicited
information.

Consent is free and informed agreement with what is being done or proposed. Consent can
be either express or implied. Express consent is given explicitly, either orally or in writing.
Express consent is unequivocal and does not require any inference on the part of the
organisation seeking consent. Implied consent arises where consent may reasonably be
inferred from the action or inaction of the individual.

Correct means, in relation to personal information, to alter that information by way of
amendment, deletion or addition.

Disclosure is the making available of personal information to others outside the
organisation, other than the subject or the information. Disclosure includes publication of
personal information through any medium.

Enforcement agency means a police force or service of a State or Territory, an agency, to
the extent that it is responsible for administering, or performing a function under a law
imposing a penalty or sanction, or an agency, to the extent that it is responsible for the
administration of a law relating to the protection of the public revenue.

Generally available publication means a publication (whether in paper or electronic form)
that is generally available to members of the public.

Identifier means an identifier (usually a number) assigned by an organisation to an
individual uniquely to identify that individual for the purposes of the operations of the
organisation, but does not include the individual’'s name.

Individual means a natural person.

Organisation means an association, business, charitable organisation, club, government
body, institution, professional practice, union, corporation, group of bodies corporate that are
related within the meaning of the Corporations Law, or any other collective entity.
‘Organisation’ includes a sole trader or other individual (for example, a professional or
freelance consultant) in his or her business capacity.

Personal Information is information (whether fact, opinion or evaluative material), that is
recorded in any form including information or an opinion forming part of a database, whether
true or not, and whether recorded in a material form or not, about an individual whose
identity is apparent, or can reasonably be ascertained, from the information or opinion, but
does not include information contained in a generally available publication.
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11.

12.
13.

14.

15.

16.

17.

The Australasian Institute of Mining and Metallurgy (The AusIMM), also referred to in
this policy as "The AusIMM", includes the staff and functions of Central Services and of
Branches.

Reasonable steps are such steps (if any) as are, in the circumstances, reasonable.
Sensitive Information is information or an opinion about an individual’s racial or ethnic
origin, political opinions, membership of a political association, religious beliefs, membership
of a professional or trade association or a trade union, sexual preferences or practices,
criminal record or health information about an individual. To be categorised as sensitive
information the information must also be personal information

Seriously improper conduct means corruption, a serious abuse of power, a serious
dereliction of duty, or any other seriously reprehensible behaviour.

Subject of the information, in relation to personal information, means the individual to
whom the information relates.

Third party, in relation to personal information, means a person or body other than The
AusIMM and the individual who is the subject of the information.

Use refers to the treatment and handling of personal information within an organisation.

2 Collection (NPP 1)

1.

2.

3.

Personal information will not be collected unless the information is necessary for one or
more of The AusIMM’s functions or activities.
Personal information will only be collected by lawful and fair means and not in an
unreasonably intrusive way.
At or before the time (or, if that is not practicable, as soon as practicable after) personal
information about an individual is collected from the individual, reasonable steps will be
taken to ensure that the individual is aware of:

1. the identity of The AusIMM and how to contact it; and

2. the fact that the individual is able to gain access to the information; and

3. the purposes for which the information is collected; and

4. the organisations (or the types of organisations) to which information is usually
disclosed; and
any law that requires the particular information to be collected; and
the main consequences (if any) for the individual if all or part of the information is not
provided.
The form of advice to members of The AusIMM is detailed at paragraph 14.1.
Whenever it is reasonable and practicable to do so, personal information about an individual
will be collected only from that individual.
If personal information about an individual is collected from someone else, reasonable steps
will be taken to ensure that the individual is or has been made aware of the matters listed in
paragraph 4.3 except to the extent that making the individual aware of the matters would
pose a serious threat to the life or health of any individual.

o g

3 Use and Disclosure (NPP 2)

1.

Personal information about an individual will not be used or disclosed for a purpose (the
secondary purpose) other than the primary purpose of collection unless:
1. both of the following apply:

1. the secondary purpose is related to the primary purpose of collection and, if
the personal information is sensitive information, directly related to the
primary purpose of collection;

2. the individual would reasonably expect the use or disclosure for the
secondary purpose; or

2. the individual has consented to the use or disclosure; or
3. if the information is not sensitive information and the use of the information is for the
secondary purpose of direct marketing:
it is impracticable to seek the individual's consent before that particular use;
and

2. no charge will be levied to the individual for giving effect to a request by the
individual not to receive direct marketing communications; and

3. the individual has not made a request not to receive direct marketing
communications; and
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4. the individual has the express opportunity at the time of first contact to
express a wish not to receive any further direct marketing communications;
or

4. if the information is health information and the use or disclosure is necessary for
research, or the compilation or analysis of statistics, relevant to public health or
public safety:

1. itis impracticable to seek the individual's consent before the use or
disclosure; and

2. the use or disclosure is conducted in accordance with guidelines approved
by the Privacy Commissioner; and

3. inthe case of disclosure, The AusIMM reasonably believes that the recipient
of the health information will not disclose the health information, or personal
information derived from the health information; or

5. The AusIMM reasonably believes that the use or disclosure is necessary to lessen
or prevent:

1. aserious and imminent threat to an individual's life, health or safety; or

2. aserious threat to public health or public safety; or

6. The AusIMM has reason to suspect that unlawful activity has been, is being or may
be engaged in, and uses or discloses the personal information as a necessary part
of its investigation of the matter or in reporting its concerns to relevant persons or
authorities; or

7. the use or disclosure is required or authorised by or under law; or

8. The AusIMM reasonably believes that the use or disclosure is reasonably necessary
for one or more of the following by or on behalf of an enforcement body:

1. the prevention, detection, investigation, prosecution or punishment of
criminal offences, breaches of a law imposing a penalty or sanction or
breaches of a prescribed law;

2. the enforcement of laws relating to the confiscation of the proceeds of
crime;

3. the protection of the public revenue;

4. the prevention, detection, investigation or remedying of seriously improper
conduct or prescribed conduct;

5. the preparation for, or conduct of, proceedings before any court or tribunal,
or implementation of the orders of a court or tribunal.

9. The AusIMM will lawfully co-operate with agencies performing law enforcement
functions in the performance of their functions. This policy does not override any
existing legal obligation not to disclose personal information. Nothing in this policy
requires the disclosure of personal information and The AusIMM is entitled not to
disclose personal information in the absence of a legal obligation to do so.

2. If personal information is used or disclosed under paragraph 5.1.8, a written note of the use
or disclosure will be made.

3. Personal information collected from a related organisation will be dealt with as though the
information was collected from the individual.

4 Data Quality (NPP 3)

1. Reasonable steps will be made to ensure that the personal information collected, used or

disclosed is accurate, complete and up-to-date.
5 Data Security (NPP 4)

1. Reasonable steps will be taken to protect any personal information from misuse and loss
and from unauthorised access, modification or disclosure.

2. Reasonable steps will be taken to destroy or permanently de-identify personal information if
it is no longer needed for any purpose for which the information may be used or disclosed
under section 5 above (NPP 2).

6 Openness (NPP 5)

1. This policy document sets out The AusiIMM’s policies on its management of personal

information. This policy document is available to anyone who asks for it.
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2. Onrequest by a member or an employee, The AusiIMM will take reasonable steps to advise,
generally, what sort of personal information it holds, for what purposes, and how it collects,
holds, uses and discloses that information.

3. The "simplified statement" of Privacy Policy (Section 2 of this policy) will be published at
least annually in The AusIMM'’s journal, the Bulletin. The statement at paragraph 14.1 of this
policy will be included in membership application and renewal forms. The full Privacy Policy
will be published on The AusIMM’s web page and on the Central Services Intranet.

7 Access and Correction (NPP 6)

1. Any personal information held about an individual will be provided to that individual on
request by the individual, except to the extent that:

1. inthe case of personal information other than health information-providing access
would pose a serious and imminent threat to the life or health of any individual; or

2. inthe case of health information-providing access would pose a serious threat to the
life or health of any individual; or

3. providing access would have an unreasonable impact upon the privacy of other
individuals; or

4. the request for access is frivolous or vexatious; or

5. the information relates to existing or anticipated legal proceedings between The
AusIMM and the individual, and the information would not be accessible by the
process of discovery in those proceedings; or

6. providing access would reveal the intentions of The AusIMM in relation to
negotiations with the individual in such a way as to prejudice those negotiations; or

7. providing access would be unlawful; or

8. denying access is required or authorised by or under law; or

9. providing access would be likely to prejudice an investigation of possible unlawful
activity; or

10. providing access would be likely to prejudice:

1. the prevention, detection, investigation, prosecution or punishment of
criminal offences, breaches of a law imposing a penalty or sanction or
breaches of a prescribed law; or

2. the enforcement of laws relating to the confiscation of the proceeds of
crime; or

3. the protection of the public revenue; or

4. the prevention, detection, investigation or remedying of seriously improper
conduct or prescribed conduct; or

5. the preparation for, or conduct of, proceedings before any court or tribunal,
or implementation of its orders; by or on behalf of an enforcement body; or

11. an enforcement body performing a lawful security function asks The AusIMM not to
provide access to the information on the basis that providing access would be likely
to cause damage to the security of Australia.

2. However, where providing access would reveal evaluative information generated within The
AusIMM in connection with a commercially sensitive decision-making process, the individual
may be given an explanation for the commercially sensitive decision rather than direct
access to the information. This provision will not be relied on to deny access where a
commercially sensitive process does not apply.

3. If access to the information is not required because of one or more of paragraphs 9.1.1 to
9.1.11 (inclusive), if reasonable, the use of mutually agreed intermediaries would be
considered to allow sufficient access to meet the needs of both parties.

4. A charge will not be levied to provide access to personal information.

5. If anindividual is able to establish that any information held is not accurate, complete and
up-to-date, reasonable steps will be taken to correct the information so that it is accurate,
complete and up-to-date.

6. If the individual and The AusIMM disagree about whether any information is accurate,
complete and up-to-date, and the individual asks The AusIMM to associate with the
information a statement claiming that the information is not accurate, complete or up-to-date,
reasonable steps will be taken to do so.

7. Reasons for denial of access or a refusal to correct personal information will be provided.
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8 Identifiers (NPP 7)
1. A membership number will be allocated to each member as an identifier of that member for
the purposes of The AusIMM's operations.
2. Anidentifier assigned to an individual by another agency or body will not be used or
disclosed, unless required by paragraph 5.1.
3. Anindividual's name is not an identifier.
9 Anonymity (NPP 8)
1. Wherever it is lawful and practicable, individuals must have the option of not identifying
themselves when entering into transactions with The AusiIMM.
10 Transborder Data Flows (NPP 9)
1. Personal information about an individual may be transferred to someone (other than The
AusIMM or the individual) who is in a foreign country only if:

1. The AusIMM reasonably believes that the recipient of the information is subject to a
law, binding scheme or contract which effectively upholds principles for fair handling
of the information that are substantially similar to the National Privacy Principles; or

2. the individual consents to the transfer; or

3. the transfer is necessary for the performance of a contract between the individual
and The AusIMM, or for the implementation of pre-contractual measures taken in
response to the individual's request; or

4. the transfer is necessary for the conclusion or performance of a contract concluded
in the interest of the individual between The AusIMM and a third party; or

5. all of the following apply:

1. the transfer is for the benefit of the individual;

2. itis impracticable to obtain the consent of the individual to that transfer;

3. if it were practicable to obtain such consent, the individual would be likely to
give it; or

6. reasonable steps have been taken to ensure that the information which has been
transferred will not be held, used or disclosed by the recipient of the information
inconsistently with the National Privacy Principles.

11 Sensitive Information (NPP 10)
1. Sensitive information about an individual will not be collected unless:

1. the individual has consented; or

2. the collection is required by law; or

3. the collection is necessary to prevent or lessen a serious and imminent threat to the
life or health of any individual, where the individual whom the information concerns:

1. is physically or legally incapable of giving consent to the collection; or
2. physically cannot communicate consent to the collection; or

4. if the information is collected in the course of the activities of The AusIMM and
relates solely to the members of The AusIMM or to individuals who have regular
contact with it in connection with its activities and at or before the time of collecting
the information, The AusIMM undertakes to the individual whom the information
concerns that The AusIMM will not disclose the information without the individual's
consent; or

5. the collection is necessary for the establishment, exercise or defence of a legal or
equitable claim.

2. Health information about an individual will normally only be collected in the course of
employment.
12 Statement to Members — Collection of Information
1. On membership application and renewal forms, the following statement will be included:
The Australasian Institute of Mining and Metallurgy (The AusIMM) maintains a database of names,
addresses and other information relevant to membership of AUSIMM. This data is accessed by
AuslIMM staff to mail information including publications and member services. It is made available to
companies and organisations which provide member services and benefits. This includes mailing
houses that provide these services. Members may request that personal information not be passed
onto a third party. However, this will result in the member being unable to receive mailings. A
member may request, at any time, a copy of personal information held by The AusIMM.
13 Application to Employee Records
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The handling of employee records will be in accordance with workplace relations legislation.
This Privacy Policy will apply to protect records not covered by other legislation.
Employee records will not be used for commercial purposes unrelated to the employment
context.
Any offer of employment is confidential between the employee and The AusIMM. Salary
details are confidential.
Employment conditions (including details of salary packages) may be discussed by senior
staff, and the Board.
Staff who in the course of their employment have access to details of employment related
information, including details of salaries, in a planning and management role, in the
preparation of pay and associated paperwork, or in the case of network administration, while
recovering electronic files or conducting computer network administration and
"housekeeping", must keep this information confidential. Particular care should be taken by
staff with printing or copying employment related or sensitive material to ensure that
information is not incorrectly circulated or inappropriately made available to a third party. If a
document, spreadsheet or other information is sighted or handled, it should not be copied or
read other than for a specific and valid work related reason and the content must not be
disclosed.
Under no circumstances are details of salary or employment conditions to be advised to a
third party other than in accordance with paragraph 5.1. Every request must be referred to
the CEO or an appropriate delegate. Material relating to salary or employment conditions
must not be copied or retained other than for specific work-related reasons.
An individual may seek written confirmation of their employment or salary (such as to
support an application to a financial organisation, a loan application or similar). Release of
information must be:

1. agreed by the individual; and

2. in accordance with paragraph 5.1; and

3. at an appropriate level, such as the CEO or delegate.
A staff member seeking details of another person’s salary or employment conditions must be
advised that the request is inappropriate. Provision of any information in response to such a
request would be a serious breach of confidentiality.
The name, work telephone contact, e-mail and work address details of staff may be
published on The AusiIMM'’s web page and Intranet, in material produced by The AusIMM
and in directories and information produced for the use of staff and those responsible for the
management and governance of The AusIMM. Home or residential address and telephone
details will be restricted to circulation within the organisation.

14 E-mail and Internet Access and Use

1.

When Internet access or e-mail are made available by The AusIMM, use is to be for
business purposes only. Usage patterns may be monitored. Access to e-mail or the
Internet is expected to be conservative in use.

Sites visited by a user on a Society account or network may be recorded or logged including
the logging of Internet use by user name and time spent on particular sites.

Under no circumstances should sites containing offensive material be accessed nor should
such material be downloaded. "Offensive” mean images or text that is not acceptable for
general viewing and includes material of a sexual, ethnic, racial or religious nature that may
cause offence to others.

When an e-mail box is provided, the allocation of a personal e-mail address does not imply
ownership of correspondence to or from that e-mail box. Any correspondence to or from an
e-mail box on the AusIMM domain or through a AusIMM provided service should be
regarded as business correspondence. AusIMM retains ownership of all correspondence.
E-mail is normally transmitted within the AusIMM domain without intervention and without
being sighted by anyone other than the addressee. However, e-mail may be intercepted by
the network administrator and may be read by others. Privacy of e-mail is not guaranteed.
Copies of e-mail (including e-mail deleted by the recipient) may be saved or logged,
including in the backup process, and may be viewed or read by network administrators or
managers.
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6. E-mail should be regarded in the same way as written correspondence and must be filed,
subject to privacy considerations. E-mail should be regarded as a form of written
correspondence.

7. External e-mail is transmitted over the Internet and is not secure.

8. "Junk" or "spam" e-mails should never be forwarded, nor should jokes or attachments such
as graphics, illustrations, photos or executable files, other than for business related
purposes. E-mail must not be used to harass, flame (to send abuse), defame, disclose
information without authority, or to transmit pornography or offensive material.

15 Contact

1. The contact for matters related to this privacy policy is the Chief Executive Officer.

The AusiIMM
Level 3, 15-31 Pelham St
PO Box 660 Carlton VIC 3053
Ph: 03 9226 3166
Fax: 03 9662 3662
Email: ceo@ausimm.com.au

(iv) Links to Best Practice

The Australian Privacy Commissioner’s Website: http://www.privacy.gov.au/

Other links to Privacy sites are listed below:
e Attorney-General's Department
e Information papers on the Privacy Amendment (Private Sector) Bill 2000.
e The National Privacy Principles in the Privacy Amendment (Private Sector) Act
2000:
e History of the Privacy Amendment (Private Sector) Bill 2000
e The Privacy Amendment (Private Sector) Bill 2000 is available @ the Parliament of

Australia website by going to "Old Bills" and scrolling down to the "Privacy
Amendment Bill".

Australian Competition and Consumer Commission: International Internet Sweep Days
Commonwealth Government Entry Point

Consumers online

Australian Competition and Consumer Commission’s information regarding internet shopping
LawSearch Online

Australian Government Information Management Office

Parliament of Australia

Australian state government links

e NSW Health - Privacy Legislation
e Office of the Privacy Commissioner (New South Wales)
e Western Australia — Small Business Development Corporation — Privacy Act

Australian privacy interest groups

e Australian Privacy Foundation
e Electronic Frontiers Australia
e Privacy law and policy reporter's privacy guide to the net

Australian industry privacy codes

Please note: These codes preceded the Privacy Amendment (Private Sector) Act 2000 and have not been
assessed under the new Act.

e Australian Direct Marketing Association: Code of Practice
e Insurance Council of Australia: Privacy Principles
e Internet Industry Association: Content Code
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(V) Contacts and Guidance List

The Privacy Commissioner’s Office also maintains a directory of all Privacy Contact Officer’s, including
contact phone, fax and email details. Information from the directory is available by ringing the Privacy Hotline
on 1300 363 992

Privacy Resources

Privacy Contact Officer is a primary privacy resource. The Office provides a number of additional information
sources at http://www.privacy.gov.au/government/officers/index.htmi

For the Guidelines for Federal and ACT Government see http://www.privacy.qov.au/internet/web/index.html .
For further information contact pco@privacy.gov.au
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